
Information Contacts

Name two persons who own the information system or who have manager-level knowledge of it.

Name / Title
Address / State and ZIP Code
Phone Number / Cell Number
Email Address / Fax Number

Name / Title
Address / State and ZIP Code
Phone Number / Cell Number
Email Address / Fax Number

Who uses this system? 

Name all authorized users and their access or responsibilities on this system. Include everyone who will be 
governed by this plan.

Name Access or Responsibilities

Tax Office Security Plan

DATE: ________________________  



Assessing Your Risks

The first step in building a security plan is to take a close look at your operation to identify the 
risks—and potential impacts—of unauthorized access, use or disclosure of information. We’ve come 
up with some sample tables you can use to examine your business’ vulnerability, but feel free to 
build your own spreadsheets if that works better for you. An accurate risk assessment will demand 
honest answers and tough decisions.

To get started, use the Information Types worksheet to identify and prioritize the kinds of 
information your office handles. List all the information types used in your organization. You can 
define “information type” any way that makes sense in your business, but be sure to think about the 
different kinds of information your office handles.

Some common types of information handled by most tax offices include income tax data; personally 
identifiable information (PII), such as SSNs or bank account numbers; client account information, 
including email addresses and home addresses; and your firm’s employee records and company 
financial information. 

We’ve put some of the obvious kinds of loss in the left-hand column and loosely define each of those 
major categories like this:

• Disclosure: What would happen to my business if this information was made public?

• Integrity: What would happen to my business if this information was incorrect?

• Availability: What would happen to my business if I or my customers were unable to access 
this information?

You’ll need to estimate some kind of loss to the business for each of those scenarios. It can be a 
dollar amount, a ranking (low-medium-high), or a number scale (1-10). Avoid using a range for one 
answer; give it your best guess.

Based on your estimated costs, use the bottom row to prioritize the information types. Calculate an 
overall ranking or risk score for each type of information. You may want to add the values in each 
column to give a total value, or just use the highest value or score in the column. For example, if the 
information type has a “high” rating for one of the scenarios, the entire information type column 
would be rated as “high.”



Information Types
Info Type 1 Info Type 2 Info Type 3 Info Type 4 Info Type 5

Cost of Revelation 
(Confidentiality)

Cost to Verify Info  
(Integrity)

Cost of Lost Access 
(Availability)

Cost of Lost Work

Fines, Penalties, Client 
Notification

Other Legal Costs

Reputation / Public  
Relations Costs

Cost to Identify &  
Repair Problem

PRIORITY à



Inventory Hardware

The next worksheet is for developing an inventory of the computer and other electronic hardware 
used in your office that comes in contact with customers’ personally identifiable information (PII). 
This means if a computer or other device stores PII (such as external hard drives), or just passes 
it along (think network devices here) it should be included in the inventory and risk assessment. 
Include software programs as well.

Do you get client emails on your cell phone? Include it in the assessment. Do you have a printer that 
is networked rather than wired directly to a computer? Include it. And don’t forget the modem or 
other device that links your computer to the Internet.

On the Inventory worksheet, put identifying information about each piece of equipment or 
software in the first column; include the make, model, nickname, title, version, owner and serial 
number.

Next, note where the item is physically located. Software programs should be identified by the 
machine where it has been installed.

List the information types that the hardware or software stores or processes—be sure to match 
them to the various entries on the Information Types worksheet. Put the highest priority level of 
the information type in the column for “Overall Potential Impact.”



Inventory
Description  

(nickname, make, model, serial number, 
service ID or other identifying information)

Location
Type of information 
this item stores or 

processes

Overall 
Potential 

Impact
Comments

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25



Identify the Threats and Vulnerabilities

Use the Threats & Vulnerabilities worksheet to identify any threats or vulnerabilities your business 
may have. We included some common types in the left-hand column, but there is room to add 
your own. Develop your list of threat events or scenarios based on the threats and vulnerabilities 
you identified. Our list is organized by the three headers in bold type, but does not include all the 
scenarios your business is likely to face.

Fill in the column headers using responses in the Information Types worksheet and any technology 
that comes into contact with that information from the Inventory worksheet. You may want to group 
devices or technologies that share the same properties (such as mobile devices) or types of data 
processed.  

Identify the likelihood that the threat event will happen to each Information Type or Technology. 
Consider any existing protections (such as firewalls, backups, fire extinguishers, etc.) and any special 
vulnerabilities (broken locks, past history of problems, software needing updates, etc.) that may alter 
the likelihood score you assign.

Once that’s done, calculate the total likelihood scores in the bottom row. You may add the values to 
give a total value or use the highest value or score in the column for the entire entry. For example, if 
the information type has one “high” rating, the entire information type would be rated as “high.”

The Internal Revenue Service says these basic questions should be answered in your risk 
assessment:

How vulnerable is your customers’ data to theft, disclosure, alteration or unrecoverable loss?

What can you do to reduce the impact to your customers and business if such an event occurs?

What can you do to reduce vulnerability?

Every tax pro’s risk assessment will be different; hardware and workflow vary from office to office. 

Use the graphic below to prioritize the issues from the worksheets. This can be a sort of “to do” list 
to strengthen your office security.

Impact HIGH
Priority 3 – Schedule a 

resolution. Focus on Respond 
and Recover solutions.

Priority 1 – Implement 
immediate resolution. Focus 

on Detect and Protect solutions.

Impact LOW No action needed.
Priority 3 – Schedule a 

resolution. Focus on Detect 
and Protect solutions.

LOW HIGH

Likelihood Likelihood



Threats & Vulnerabilities
Information Type 

Confidentiality

Theft by Criminal

Accidental Disclosure

Integrity

Accidental Change by User / Employee

Intentional Change by External Criminal

Availability

Accidental Loss (Fire, Water, User Error)

Intentional Destruction

Overall Threat Likelihood



RESOLUTION
Priority 1 – Fix These Issues Now Date of Resolution

Priority 2 – Fix These Issues Soon Scheduled / Completed

Priority 3 – Schedule for Later Scheduled / Completed

Train Employees on the Office Acceptable Use Policy

Create and distribute an acceptable use policy that highlights the type of behavior allowed when 
dealing with sensitive client data and using any equipment that stores, manipulates, or otherwise 
interacts with that information. This policy should be signed by anyone who interacts with 
equipment related to your internal network, whether an employee or independent contractor. 

If you have never created an acceptable use policy, you can use the following edited sample from 
SANS.org. Feel free to edit the material to suit the needs of your office.



Acceptable Use Policy 
(ADD ITEMS OR MODIFY AT WILL)

Train Employees on the Office Acceptable Use Policy

Create and distribute an acceptable use policy that highlights the type of behavior allowed when dealing 
with sensitive client data and using any equipment that stores, manipulates, or otherwise interacts with 
that information. This policy should be signed by anyone who interacts with equipment related to your 
internal network, whether an employee or independent contractor. 

If you have never created an acceptable use policy, you can use the following edited sample from SANS.
org. Feel free to edit the material to suit the needs of your office.

Purpose

The purpose of this policy is to outline the acceptable use of computer equipment at TESTER TAX. These 
rules are in place to protect the employee and TESTER TAX. Inappropriate use exposes to risks including 
virus attacks, compromise of network systems and services, and legal issues.

Scope

This policy applies to the use of information, electronic and computing devices, and network resources 
to conduct business or interact with internal networks and business systems, whether owned or leased 
by TESTER TAX, the employee, or a third party. All employees, contractors, consultants, temporary, and 
other workers at TESTER TAX and its subsidiaries are responsible for exercising good judgment regarding 
appropriate use of information, electronic devices, and network resources in accordance with policies 
and standards, and local laws and regulation.

This policy applies to employees, contractors, consultants, temporaries, and other workers at TESTER 
TAX, including all personnel affiliated with third parties. This policy applies to all equipment that is owned 
or leased by TESTER TAX.

General Use and Ownership 

TESTER TAX proprietary information stored on electronic and computing devices whether owned or 
leased by TESTER TAX, the employee or a third party, remains the sole property of TESTER TAX. You must 
ensure through legal or technical means that proprietary information is protected in accordance with 
data protection standards. 

You have a responsibility to promptly report the theft, loss or unauthorized disclosure of proprietary 
information.

You may access, use or share proprietary information only to the extent it is authorized and necessary to 
fulfill your assigned job duties. 

Employees are responsible for exercising good judgment regarding the reasonableness of personal use. 
Individual departments are responsible for creating guidelines concerning personal use of Internet/
Intranet/Extranet systems. In the absence of such policies, employees should be guided by departmental 
policies on personal use, and if there is any uncertainty, employees should consult their supervisor or 
manager. 

For security and network maintenance purposes, authorized individuals within may monitor equipment, 
systems and network traffic at any time, per IT standard procedure. 

TESTER TAX reserves the right to audit networks and systems on a periodic basis to ensure compliance 
with this policy.



Thanks to the National Institute of Standards & Technology; the Internal Revenue Service; SANS Institute and IDG 
Communications for content and direction for the sample worksheets and acceptable use policy.

Security and Proprietary Information 

All mobile and computing devices that connect to the internal network(s) must have the approval of the 
system administrator. 

System level and user-level passwords must comply with IRS guidelines for passwords. Providing access 
to another individual, either deliberately or through failure to secure its access, is prohibited. 

All computing devices must be secured with a password-protected screensaver with the automatic 
activation feature set to 10 minutes or less. You must lock the screen or log off when the device is 
unattended. 

Each employee/user shall have their own account login and passwords. Passwords shall not be shared 
between different accounts.

Employees must use extreme caution when opening e-mail attachments; avoid opening those received 
from unknown senders, which may contain malware. 

All local data must be regularly backed up to removable media for safekeeping off-premises.

The system owner/administrator must be notified immediately of any breach of data security or damage 
to the physical security of the office.

The system owner/administrator shall devise a physical security policy for the office. It should be kept on 
file with this policy document.

Unacceptable Use

Under no circumstances is an employee of authorized to engage in any activity that is illegal under local, 
state, federal or international law while utilizing TESTER TAX-owned resources.

Other activities that are expressly forbidden:

Introduction of malicious programs into the network or server (e.g., viruses, worms, Trojan horses, e-mail 
bombs, etc.)

Revealing your account password to others or allowing use of your account by others. This includes 
family and other household members when work is being done at home. 

Revealing a client’s Social Security number or other Personally Identifiable Information (such as bank 
account numbers) to anyone other than another employee, or for any purpose other than preparing 
a tax return. This prohibition includes temporary employees and contract employees such as IT 
technicians.

Using a computing asset to actively engage in procuring or transmitting material that is in violation of 
sexual harassment or hostile workplace laws in the user’s local jurisdiction.

Providing information about, or lists of, TESTER TAX employees to parties outside TESTER TAX.

Education and Training

Employees will take advantage of IRS security training opportunities. 

A copy of this security policy will be provided each employee.

I, the undersigned, recognize that failure to adhere to the TESTER TAX Acceptable Use Policy could lead to 
termination of employment:

Signature: _____________________________________________________  Date: ______________________________________



Information Contacts

Name two persons who own the information system or who have manager-level knowledge of it.

Name / Title Fester T. Tester Owner
Address / State and ZIP Code 123 Sample Street, Springfield Iowa, 12345
Phone Number / Cell Number 800-555-1212 800-555-2121
Email Address / Fax Number fester@nomail.com 800-555-1111

Name / Title Esther T. Tester Office Manager
Address / State and ZIP Code 123 Sample Street, Springfield Iowa, 12345
Phone Number / Cell Number 800-555-1212 800-555-2122
Email Address / Fax Number esther@nomail.com 800-555-1111

Who uses this system? 

Name all authorized users and their access or responsibilities on this system. Include everyone who will be 
governed by this plan.

Name Access or Responsibilities

Andrea X. Sample Data entry clerk; enters information from mailed forms into software; 
checks email for updates from clients

Wiz McData IT contractor; maintains computer hardware & software

Fester T. Tester Business owner; tax preparer; logs in as system administrator.

Esther T. Tester Wife of business’ owner; office manager; has system admin rights; does 
not prepare taxes but works with employee records.

Tax Office Security Plan

DATE: ________________________  EXAMPLE 10-31-2019



Assessing Your Risks

The first step in building a security plan is to take a close look at your operation to identify the 
risks—and potential impacts—of unauthorized access, use or disclosure of information. We’ve come 
up with some sample tables you can use to examine your business’ vulnerability, but feel free to 
build your own spreadsheets if that works better for you. An accurate risk assessment will demand 
honest answers and tough decisions.

To get started, use the Information Types worksheet to identify and prioritize the kinds of 
information your office handles. List all the information types used in your organization. You can 
define “information type” any way that makes sense in your business, but be sure to think about the 
different kinds of information your office handles.

Some common types of information handled by most tax offices include income tax data; personally 
identifiable information (PII), such as SSNs or bank account numbers; client account information, 
including email addresses and home addresses; and your firm’s employee records and company 
financial information. 

We’ve put some of the obvious kinds of loss in the left-hand column and loosely define each of those 
major categories like this:

• Disclosure: What would happen to my business if this information was made public?

• Integrity: What would happen to my business if this information was incorrect?

• Availability: What would happen to my business if I or my customers were unable to access 
this information?

You’ll need to estimate some kind of loss to the business for each of those scenarios. It can be a 
dollar amount, a ranking (low-medium-high), or a number scale (1-10). Avoid using a range for one 
answer; give it your best guess.

Based on your estimated costs, use the bottom row to prioritize the information types. Calculate an 
overall ranking or risk score for each type of information. You may want to add the values in each 
column to give a total value, or just use the highest value or score in the column. For example, if the 
information type has a “high” rating for one of the scenarios, the entire information type column 
would be rated as “high.”

EXAMPLE



Information Types
Info Type 1 Info Type 2 Info Type 3 Info Type 4 Info Type 5

Customer  
contact info

Client PII & tax 
information

Firm PII (EFIN, 
login/passwords

Paper tax forms, 
W2s, 1099s

Firm employee 
information

Cost of Revelation 
(Confidentiality) Medium High High High Medium

Cost to Verify Info  
(Integrity) High High Medium Medium Medium

Cost of Lost Access 
(Availability) High High High Medium Low

Cost of Lost Work High High High Medium Low

Fines, Penalties, Client 
Notification Medium Medium Low Low Low

Other Legal Costs Low Medium Low Low Low

Reputation / Public  
Relations Costs High High High Medium Low

Cost to Identify &  
Repair Problem High High High Medium Medium

PRIORITY à High High High High Medium

EXAMPLE



Inventory Hardware

The next worksheet is for developing an inventory of the computer and other electronic hardware 
used in your office that comes in contact with customers’ personally identifiable information (PII). 
This means if a computer or other device stores PII (such as external hard drives), or just passes 
it along (think network devices here) it should be included in the inventory and risk assessment. 
Include software programs as well.

Do you get client emails on your cell phone? Include it in the assessment. Do you have a printer that 
is networked rather than wired directly to a computer? Include it. And don’t forget the modem or 
other device that links your computer to the Internet.

On the Inventory worksheet, put identifying information about each piece of equipment or 
software in the first column; include the make, model, nickname, title, version, owner and serial 
number.

Next, note where the item is physically located. Software programs should be identified by the 
machine where it has been installed.

List the information types that the hardware or software stores or processes—be sure to match 
them to the various entries on the Information Types worksheet. Put the highest priority level of 
the information type in the column for “Overall Potential Impact.”

EXAMPLE



Inventory
Description  

(nickname, make, model, serial num-
ber, service ID or other identifying 

information)

Location Type of information this 
item stores or processes

Overall 
Potential 

Impact
Comments

1 Cell Phones Fester,  
Esther Emails from clients Med Share email access 

w. office

2 Office PC Fester’s 
office

Tax returns, emails,  
business financials High

3 Office PC Esther’s 
office Emails, business financials High

4 Network router / WiFi workroom All types High Links office  
to internet

5 WiFi Printer workroom All types Med Can be accessed 
thru internet

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

EXAMPLE



Identify the Threats and Vulnerabilities

Use the Threats & Vulnerabilities worksheet to identify any threats or vulnerabilities your business 
may have. We included some common types in the left-hand column, but there is room to add 
your own. Develop your list of threat events or scenarios based on the threats and vulnerabilities 
you identified. Our list is organized by the three headers in bold type, but does not include all the 
scenarios your business is likely to face.

Fill in the column headers using responses in the Information Types worksheet and any technology 
that comes into contact with that information from the Inventory worksheet. You may want to group 
devices or technologies that share the same properties (such as mobile devices) or types of data 
processed.  

Identify the likelihood that the threat event will happen to each Information Type or Technology. 
Consider any existing protections (such as firewalls, backups, fire extinguishers, etc.) and any special 
vulnerabilities (broken locks, past history of problems, software needing updates, etc.) that may alter 
the likelihood score you assign.

Once that’s done, calculate the total likelihood scores in the bottom row. You may add the values to 
give a total value or use the highest value or score in the column for the entire entry. For example, if 
the information type has one “high” rating, the entire information type would be rated as “high.”

The Internal Revenue Service says these basic questions should be answered in your risk 
assessment:

How vulnerable is your customers’ data to theft, disclosure, alteration or unrecoverable loss?

What can you do to reduce the impact to your customers and business if such an event occurs?

What can you do to reduce vulnerability?

Every tax pro’s risk assessment will be different; hardware and workflow vary from office to office. 

Use the graphic below to prioritize the issues from the worksheets. This can be a sort of “to do” list 
to strengthen your office security.

Impact HIGH
Priority 3 – Schedule a 

resolution. Focus on Respond 
and Recover solutions.

Priority 1 – Implement 
immediate resolution. Focus 

on Detect and Protect solutions.

Impact LOW No action needed.
Priority 3 – Schedule a 

resolution. Focus on Detect 
and Protect solutions.

LOW HIGH

Likelihood Likelihood

EXAMPLE



Threats & Vulnerabilities
Information Type emails Tax returns Paper forms, 

W2s, 1099s
Firm info, log-
ins/passwords

Firm employee 
information

Confidentiality

Theft by Criminal High High Low Medium Medium

Accidental Disclosure Medium Medium Low Medium Medium

Integrity

Accidental Change by User / Employee High Medium Low Low Low

Intentional Change by External Criminal High High Low Medium Medium

Availability

Accidental Loss (Fire, Water, User Error) Low Medium Medium Low Low

Intentional Destruction Low Low Medium Low Low

Compromise by Physical Intruder Low Low Low Low Low

Overall Threat Likelihood High High Medium Medium Medium

EXAMPLE



RESOLUTION
Priority 1 – Fix These Issues Now Date of Resolution

Customer Contact Info – Increase security, limit access within office
Client PII & Tax Info – find ways to increase network security (Wiz)
Firm PII – Determine Acceptable Use, accountability measures

Priority 2 – Fix These Issues Soon Scheduled / Completed
Paper forms – determine if exposure or availability can be limited inside office

Priority 3 – Schedule for Later Scheduled / Completed
Increase site security – change locks, consider installing security cameras

Train Employees on the Office Acceptable Use Policy

Create and distribute an acceptable use policy that highlights the type of behavior allowed when 
dealing with sensitive client data and using any equipment that stores, manipulates, or otherwise 
interacts with that information. This policy should be signed by anyone who interacts with 
equipment related to your internal network, whether an employee or independent contractor. 

If you have never created an acceptable use policy, you can use the following edited sample from 
SANS.org. Feel free to edit the material to suit the needs of your office.

EXAMPLE



Acceptable Use Policy 
(ADD ITEMS OR MODIFY AT WILL)

Train Employees on the Office Acceptable Use Policy

Create and distribute an acceptable use policy that highlights the type of behavior allowed when dealing 
with sensitive client data and using any equipment that stores, manipulates, or otherwise interacts with 
that information. This policy should be signed by anyone who interacts with equipment related to your 
internal network, whether an employee or independent contractor. 

If you have never created an acceptable use policy, you can use the following edited sample from SANS.
org. Feel free to edit the material to suit the needs of your office.

Purpose

The purpose of this policy is to outline the acceptable use of computer equipment at TESTER TAX. These 
rules are in place to protect the employee and TESTER TAX. Inappropriate use exposes to risks including 
virus attacks, compromise of network systems and services, and legal issues.

Scope

This policy applies to the use of information, electronic and computing devices, and network resources 
to conduct business or interact with internal networks and business systems, whether owned or leased 
by TESTER TAX, the employee, or a third party. All employees, contractors, consultants, temporary, and 
other workers at TESTER TAX and its subsidiaries are responsible for exercising good judgment regarding 
appropriate use of information, electronic devices, and network resources in accordance with policies 
and standards, and local laws and regulation.

This policy applies to employees, contractors, consultants, temporaries, and other workers at TESTER 
TAX, including all personnel affiliated with third parties. This policy applies to all equipment that is owned 
or leased by TESTER TAX.

General Use and Ownership 

TESTER TAX proprietary information stored on electronic and computing devices whether owned or 
leased by TESTER TAX, the employee or a third party, remains the sole property of TESTER TAX. You must 
ensure through legal or technical means that proprietary information is protected in accordance with 
data protection standards. 

You have a responsibility to promptly report the theft, loss or unauthorized disclosure of proprietary 
information.

You may access, use or share proprietary information only to the extent it is authorized and necessary to 
fulfill your assigned job duties. 

Employees are responsible for exercising good judgment regarding the reasonableness of personal use. 
Individual departments are responsible for creating guidelines concerning personal use of Internet/
Intranet/Extranet systems. In the absence of such policies, employees should be guided by departmental 
policies on personal use, and if there is any uncertainty, employees should consult their supervisor or 
manager. 

For security and network maintenance purposes, authorized individuals within may monitor equipment, 
systems and network traffic at any time, per IT standard procedure. 

TESTER TAX reserves the right to audit networks and systems on a periodic basis to ensure compliance 
with this policy.

EXAMPLE



Thanks to the National Institute of Standards & Technology; the Internal Revenue Service; SANS Institute and IDG 
Communications for content and direction for the sample worksheets and acceptable use policy.

Security and Proprietary Information 

All mobile and computing devices that connect to the internal network(s) must have the approval of the 
system administrator. 

System level and user-level passwords must comply with IRS guidelines for passwords. Providing access 
to another individual, either deliberately or through failure to secure its access, is prohibited. 

All computing devices must be secured with a password-protected screensaver with the automatic 
activation feature set to 10 minutes or less. You must lock the screen or log off when the device is 
unattended. 

Each employee/user shall have their own account login and passwords. Passwords shall not be shared 
between different accounts.

Employees must use extreme caution when opening e-mail attachments; avoid opening those received 
from unknown senders, which may contain malware. 

All local data must be regularly backed up to removable media for safekeeping off-premises.

The system owner/administrator must be notified immediately of any breach of data security or damage 
to the physical security of the office.

The system owner/administrator shall devise a physical security policy for the office. It should be kept on 
file with this policy document.

Unacceptable Use

Under no circumstances is an employee of authorized to engage in any activity that is illegal under local, 
state, federal or international law while utilizing TESTER TAX-owned resources.

Other activities that are expressly forbidden:

Introduction of malicious programs into the network or server (e.g., viruses, worms, Trojan horses, e-mail 
bombs, etc.)

Revealing your account password to others or allowing use of your account by others. This includes 
family and other household members when work is being done at home. 

Revealing a client’s Social Security number or other Personally Identifiable Information (such as bank 
account numbers) to anyone other than another employee, or for any purpose other than preparing 
a tax return. This prohibition includes temporary employees and contract employees such as IT 
technicians.

Using a computing asset to actively engage in procuring or transmitting material that is in violation of 
sexual harassment or hostile workplace laws in the user’s local jurisdiction.

Providing information about, or lists of, TESTER TAX employees to parties outside TESTER TAX.

Education and Training

Employees will take advantage of IRS security training opportunities. 

A copy of this security policy will be provided each employee.

I, the undersigned, recognize that failure to adhere to the TESTER TAX Acceptable Use Policy could lead to 
termination of employment:

Signature: _____________________________________________________  Date: ______________________________________

EXAMPLE


